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Abstract—The Internet of Things (IoT) market is growing rap-
idly, allowing continuous evolution of new technologies. Alongside 
this development, most IoT devices are easy to compromise, as se-
curity is often not a prioritized characteristic. This paper proposes 
a novel IoT Security Model (IoTSM) that can be used by organi-
zations to formulate and implement a strategy for developing end-
to-end IoT security. IoTSM is grounded by the Software Assur-
ance Maturity Model (SAMM) framework, however it expands it 
with new security practices and empirical data gathered from IoT 
practitioners. Moreover, we generalize the model into a conceptual 
framework. This approach allows the formal analysis for security 
in general and evaluates an organization’s security practices. 
Overall, our proposed approach can help researchers, practition-
ers, and IoT organizations, to discourse about IoT security from 
an end-to-end perspective.  

Keywords—IoT, end-to-end security, security model, secure de-
velopment. 

I. INTRODUCTION 
With surveys estimating that by 2020 there will be over 20 

billion Internet of Things (IoT) devices [1] and a projected 
global market size of about $457B by 2020 [2], IoT products are 
widely being deployed and enabling the creation of new appli-
cations. These applications span from domestic scenarios such 
as smart homes to industry scenarios such as smart manufactur-
ing processes. To reach such a level of diffuse and influence, and 
due to the tight coupling with the physical realm, IoT technolo-
gies should be secure-by-design [3]. This means that security 
should be considered as a core system-level property and taken 
into the account in the actual design of architectures and ap-
proaches for IoT solutions [4]. Nonetheless, even though the 
technology has been widely adopted, a thorough IoT security 
pattern still has not been properly discussed to ensure further 
growth in an increasingly sophisticated threat landscape.  

In recent years, we have witnessed a surge of attacks ranging 
from those targeting individual users, e.g., by exploiting video 
baby monitors inside smart homes, to nation-wide attacks, e.g., 
those triggered by IoT botnets [5]. While these cyberattacks 
have contributed to raising IoT risk awareness, insecure devices 
are still being released to the market leading to privacy viola-
tions, monetary costs, and sometimes loss of life. Part of this 
problem is that manufacturers rush to deliver innovative devices 
that attract consumers and dominate the market in advance, but 
lack security as a core functional requirement. Another factor is 
that security is new to many manufacturers operating in the IoT 
domain [6]. Indeed, many IoT product developers never had to 
deal with security, especially cybersecurity, concerns before. 
This is as their products were mostly physical devices installed 

with constrained interfaces, e.g., digital control panels on the ac-
tual devices, and were mostly not Internet-connected. Thus, 
manufacturers may lack the expertise and resources required to 
develop products in a secure manner. 

A way to improve IoT product security is to incorporate se-
curity into the actual software development lifecycle leading to-
wards a Secure Software Development Life Cycle (SSDLC). 
SSDLC methodologies could help avoid costly design flaws and 
increase the long-term viability of software projects. However, 
implementing SSDLC processes is oftentimes a challenging task 
as IoT is evolving at a fast pace and companies lack visibility 
over which processes are used by actual IoT practitioners. Exac-
erbating this is the fact that existing security practices require 
changes in order to be applicable for the IoT [7]. Nevertheless, 
there is a shortage of end-to-end comprehensive standards and 
reference architectures that can help secure IoT development 
[8]. With this, different vendors tend to favor their own IoT ap-
proaches for incorporating security. This results in the creation 
of vertical models that apply to the particular company needs but 
leaving out gaps that can be the target of security attacks. More-
over, security is not only a technical problem, but it should be 
implemented as a combination of processes, technology, and 
people [9]. These issues specifically emphasize the human-in-
the-loop aspect, an important security characteristic for the IoT 
field. 

Given the above challenges, in this paper we leverage the 
first-hand experience of different IoT security experts in tandem 
with existing literature on IoT and secure development to pro-
pose a novel IoT Security Model (IoTSM). This model can be 
used by IoT organizations to formulate and implement a strategy 
for developing end-to-end IoT security. The presented model is 
grounded by the SAMM framework, however we expand it with 
new security practices and empirical data gathered from IoT 
practitioners. SAMM is a framework designed to help organiza-
tions formulate a strategy for software security, and as a self-
assessment test to get an overview on IT security processes 
within an organization [10]. Our proposed IoTSM is generalized 
into a preliminary conceptual framework that can be used for 
conducting formal security analysis. Overall, our proposed ap-
proach can help researchers, practitioners, and IoT 
organizations, to discourse about IoT security from an end-to-
end perspective.  

The remainder of this paper is organized as follows. Section 
II delineates the IoT characteristics. Next, in Section III, we 
summarize the relevant research. Based on that, we introduce 
the research methodology in Section IV. Then, in Section V, we 
introduce the IoT security model. In Section VI, we generalize 
the proposed model into a formal model and apply it in a use-
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case in Section VII. Finally, in Section VIII, we reflect on our 
contributions before concluding the paper and identify avenues 
for future work in Section IX. 

II. IOT CHARACTERISTICS 
The IoT is commonly described as a dynamic global network 

infrastructure with self-configuring capabilities, based on stand-
ard and interoperable communication protocols [11]. IoT eco-
systems involve heterogeneous devices and services, con-
strained resources, deal with highly personal data, and are likely 
to form a highly dynamic environment, which makes control 
hard. Furthermore, they may involve artificial intelligence as-
pects, making smart objects able to autonomously react to dif-
ferent situations, in order to minimize human intervention [3]. 

Key components comprising such a system include: net-
work, device, service, cloud, and user [12] [13] as depicted in 
Figure 1. Network represents the communication infrastructure 
and supporting protocols allowing for the interaction among the 
devices and users. Devices are hardware entities that provide 
sensing, actuation, control, and monitoring capabilities. Typi-
cally, these devices are Internet-connected, uniquely identifia-
ble, and may have the capability to communicate autonomously 
over a network, including the Internet. Services represent the 
software applications that the IoT system provides. Cloud acts 
as a relay between devices and services, and can also provide 
storage, data processing, and data analytics capabilities often 
contributing for the smartness of IoT applications. Users repre-
sents the stakeholders of the IoT ecosystem.  

In designing IoT ecosystems, security represents an enabling 
technology that must span across all the mentioned components.  

III. RELATED WORK 
To improve the security of software applications, several se-

curity methodologies and models have been proposed across the 
years [14]  [15] [16]. Some of the most cited ones are identified 
hereunder. 

The Microsoft Security Development Lifecycle (MSSDL) 
[17]  is a software development process designed to reduce soft-
ware maintenance costs and increase reliability of software con-
cerning security related bugs. This model is used internally by 
Microsoft, e.g., for Vista project, and it is mostly intended for 

large organizations especially as it is considered more heavy-
weight and rigorous [18]. 

Similar to MSSDL, the Comprehensive, Lightweight Appli-
cation Security Process (CLASP) [19] defines an extensive set 
of activities covering a broad spectrum of the development 
lifecycle with security being at the center stage. Different to 
MSSDL, CLASP is more lightweight making it more suitable 
for organizations with less strict security demands [18]. Re-
cently, the CLASP project has been superseded by the SAMM.    

The SAMM [10] is an open project designed to help organi-
zations formulate and implement a strategy for application secu-
rity to the specific business risks. This framework provides a 
way to assess and quantify the security activities (maturity) of 
organizations. It is a prescriptive model that is put together by 
different experts based on their experience and that can be tai-
lored according to the specific risk environment each organiza-
tion faces. This latest version of the model (version 1.5) has 12 
core security practices grouped under four categories: govern-
ance, construction, verification, and operations. 

Similar to SAMM, the Building Security In Maturity Model 
(BSIMM) [20] measures which software security activities are 
included in an organization’s overall SSDLC; and thus also pro-
vides a way to assess the maturity of organizations. BSIMM has 
12 main activities divided into 4 domains: governance, intelli-
gence, secure software development lifecycle touchpoints, and 
deployment. Different to SAMM, BSIMM is based on empirical 
data created by observing and analyzing real-world data from 
leading technical companies; and it is a descriptive model. The 
latest version of BSIMM – BSIMMv9 – includes 120 firms with 
16 of them being IoT firms. 

The identified frameworks have a broad focus representing 
activities that are common across traditional software compa-
nies. Nonetheless, we observe that the security practices identi-
fied therein tend to incline more towards the development of se-
cure web applications. While most of the practices remain valid 
as well for IoT ecosystems, we believe it brings additional com-
plexities and challenges into the security processes having in 
mind that IoT is the most evolving domain. First, an IoT product 
may range from an embedded device to a web-based user-inter-
face. Second, IoT applications tend to utilize cloud resources 
more extensively than web applications. Third, IoT technologies 
often deal with highly personal data to a greater extent than a 
typical software application. 

Similar to the approach followed by BSIMM [21], we lever-
age SAMM to create a security model by grouping different se-
curity practices relevant for IoT. However, different from 
BSIMM we focus on IoT firms, and utilize both first-hand data 
gathered from IoT practitioners and scholarly literature. 

IV. RESEARCH METHOD 
 The adopted research method utilized a mixed-method re-
search design leveraging both interview and literature data to 
yield a comprehensive perspective on IoT security. 

A. Literature survey 

 Study selection involved a search for literature sources and 
then iteration of screening and filtering. The search was 

Fig 1. High-level IoT architecture with security representing a cross-
sectional aspect. 
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conducted in October 2018 using Google Scholar as a primary 
database. Here, peer-reviewed articles focusing on IoT security 
were collected and analyzed. These were retrieved by searching 
for a combination of keywords such as: “IoT”, “CPS”, and “se-
curity”; and included both scholarly literature and industry tech-
nical reports. Excluded results were related to studies predating 
2000, non-English texts, and articles specifically focusing on 
privacy and trust, that are considered out-of-scope for this paper. 
Kept studies lay the groundwork for the devised IoT security 
model. 

B. Interview process 

 To investigate the perspectives of IoT practitioners, qualita-
tive one-to-one, in-person, semi-structured interviews took 
place with six industry experts located in the southern part of 
Sweden in June 2018. The participants were working at compa-
nies that offer IoT solutions such as IoT devices, cloud-based 
services, and security solutions, occupying roles as per Table I. 
The interview questions and their answers are detailed in [22]. 
Main questions covered topics including, but were not limited 
to, IoT security mechanisms, technical constraints, and opera-
tional challenges. 

C. Data analysis and synthesis  

To analyze the collected data, interviews were transcribed to 
text and coded. Emerging themes were grouped and developed 
inspired by the categories and descriptions observed in previous 
studies (e.g., [20] [23] [24]) identified in the literature survey. 
Results are summarized in the model presented in Section V. 

V. IOT SECURITY MODEL (IOTSM) 
In this section, we describe the IoT Security Model. Moti-

vated by SAMM, we group the security practices under four di-
mensions: governance, construction, verification, and opera-
tions. These dimensions cover the main activities tied to any or-
ganization performing software development. 

A. Governance 

Governance is related to how an organization manages 
overall the software development activities. Key practices 
identified here include: 

Security education and awareness: The user is the most vul-
nerable element in IoT security [13]. Even if information system 
are implemented securely, if a user, is careless in managing se-
curity it will not be effective. For example, in a password-based 
authentication mechanism, if a user makes the password a guess-
able passphrase, attackers could easily extract the password. 
Key here, is to educate both the end-user as the consumer of the 
IoT system but developers as well should be trained on roles 
related to securing IoT devices and on typical attack patterns for 
exposed IoT devices. Especially, it was noted by P4 that there is 
an overall lack of security awareness, example when it comes to 
specific practices, e.g., threat modeling, and that some organiza-
tions, especially IoT startups simply ignore security. The im-
portance of having the right security mindset when designing 
IoT systems was emphasized by the majority of the respondents.  

                                                        
1 https://www.hhs.gov/hipaa/index.html [accessed January 11, 2019]. 

Regulations and compliance: When dealing with IoT regu-
latory and compliance challenges are likely to grow in their im-
portance. For instance, some devices may not only track fitness 
levels but may potentially infer more sensitive data regarding 
health information. This raises the need for independent security 
audits to be performed. Concurrently, this adds the importance 
of regulations e.g., the Health Insurance Portability and Ac-
countability Act1 when it comes to dealing with patient health 
data. More generally, compliance with privacy and data security 
are key. Example, the EU General Data Protection Regulation 
(GDPR)2 is important for devices to comply to especially if de-
vices are to be sold/used in the EU. The importance and impli-
cation of GDPR were emphasized by P1 especially when send-
ing private data about the user, and as a driver to open the system 
to new functionality, e.g., the erasure of personal data. At the 
same time, as noted by P1, the same regulations, could stop IoT 
product engineers from amending or increasing the functionality 
of a system.  

Security-by-design processes and standards: Companies 
should embed security into their devices at the outset, rather than 
as an afterthought. As part of the security-by-design process, 
companies should example consider: conducting a privacy or 
security risk assessment; minimizing the data they collect and 
retain; and testing their security measures before launching their 
products [25]. Nonetheless, standards that can help in doing so 
when it comes to IoT are not mature, leaving the market open to 
competing platforms and resulting in increased complexity 
which can introduce vulnerabilities. Here, respondents agreed 
on the need to follow standardized approaches however they ob-
served how the existing market is fragmented, with P6 saying 
that “there are more than 600 different protocols in IoT” and that 
adds to the difficulty when it comes to developing security.  

B. Construction  

Construction deals with how an organization defines its 
goals and develops software. Core practices identified here in-
clude: 

Continuous and automated risk assessment: Risk assess-
ment is generally understood as the process of identifying, esti-
mating, and prioritizing risks to an organization’s resources. 
This is a critical activity in risk management since it provides 
the foundation for mitigating the identified risks. Examples of 
well-regarded approaches include: NIST SP800-30, ISO/IEC 
27001, and the Operationally Critical Threat, Asset, and Vulner-
ability Evaluation (OCTAVE) [26]. When it comes to the IoT, 
given the dynamic and evolving nature of stakeholders and tech-
nologies, it is ideal if it is performed continuously and in an 

2 https://eugdpr.org [accessed January 11, 2019]. 

TABLE I. PARTICIPANT ROLES AND THEIR CORRESPONDING 
ORGANIZATION FUNCTION. 

ID Participant role Organization function 
P1 Security architect Mobile communications 
P2 Senior IoT architect IoT solutions 
P3 Technology leader Industry automation 
P4 Technology expert Home security 
P5 Security coach Home surveillance 
P6 Security expert Data security 
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automated manner [26]. P5 emphasis the benefit of risk assess-
ment in particular for prioritizing IoT security work and hence-
forth as a method for allocating resources effectively.  

Data and application threat modeling: Threat modeling is 
a structured approach for analyzing the security of an application 
[27]. Threat modeling approaches are broadly divided into two 
approaches: attack tree-based approaches and stochastic model-
based approaches, with the former representing possible attacks 
in a system in a tree structure, while the latter commonly con-
verting system models to Markov chains and analyzing them us-
ing state transition matrices [27]. Threat modeling, including its 
application to data, is important as a method to systematically 
identify and categorize security-related threats that are most 
likely to affect the system under consideration. P5 and P6 both 
emphasize the importance of threat modeling as an approach to 
better understand the risks and to facilitate risk assessment. 

Security requirements and architecture: Security 
requirements and architecture involve the specifications and the 
adoption of principles for the creation of secure functionality. 
Some of the IoT high-level requirements are derived by [6] [12] 
[13] [28] and were identified by different respondents are: 

• Physical/device security: Ensuring that the hardware pro-
vides the required security features, e.g., encryption of 
firmware updates, and possibly anti-tamper and tamper de-
tection features. 

• Network/cloud security: Provide the appropriate level of 
identification, privacy preservability, and integrity to net-
work communication. This also involves trust management, 
especially as IoT devices may communicate autonomously 
over the network.  

• Service security: Selecting and implementing suitable tech-
nological platforms and supporting technologies that pro-
vide a robust and layered environment upon which to build 
the solutions easily and quickly. 

• Data security: Identifying and managing data and its lifecy-
cle are core especially for safeguarding end-user privacy. 
Especially, fine-grained and context-based access control 
mechanisms, authentication, and end-to-end data protection 
are key to ensure that only authorized individuals can access 
the data of a customer.   

• Logging and auditability: Robust logging and auditing in-
formation from low-level and high-level software compo-
nents which facilitate investigation of misuse. This is espe-
cially important in order to investigate attacks in an effec-
tive manner. Furthermore, providing a complete audit log 
of transformations made to data helps in implementing data 
provenance which is useful to provide data integrity.  

• Resilience: IoT systems need to display resilience against 
failures and robustness against attacks and thus sustaining 
availability under desired levels as well.  

 
C. Verification 

 Verification is focused on the activities related to how an 
organization tests its artifacts likes source code and design doc-
umentation. Central practices identified here include:   

 Artifact review: Security focused design and code reviews 
assist in the early vulnerability discovery and related mitigation 
activities. Reviews could be based on lightweight checklists and 
for efficiency could be performed on the most sensitive or 
security impacting segments [10]. These can include for in-
stance, the boot process, security enforcement, mitigations, and 
similar, especially for logic issues that are difficult to detect with 
software tools. P5 emphasized the need for code reviews along-
side with architecture reviews as a means to build secure soft-
ware and to embed quality into development. 

 Security testing: Security testing is focused on inspecting 
the software in order to discover vulnerabilities. Here, penetra-
tion testing and high-level functional test cases could be used, 
e.g., to detect test interfaces and weak configurations that could 
lead to compromise. A combination of computerized scripts and 
penetration tools were used by Vijay et al. [29] to assess the 
safety and security performance of diverse IoT devices ranging 
from cameras, motion sensors, medical devices, and so on. P1 
further hinted on the need for security penetration testing before 
purchasing an IoT product and P5 especially identified the need 
for automated testing for improving the quality and security of 
IoT systems. 

D. Operations  

Operations involves processes that are related to how an or-
ganization releases products to end-users, including operating 
in the actual (runtime) environment. Key practices identified 
here include: 

Secure operation and maintenance: The IoT system 
should be kept updated for new vulnerabilities and in order to 
operate securely. Especially, an updating mechanism and pro-
cess, preferably an automatic one, should be in place, freeing 
users from having to manually update systems. Furthermore, 
such updates should be delivered over a secure channel and ver-
ified (e.g., through code signing) to avoid malicious updates. 
Furthermore, P1 and P6, add the need to have such patches in 
an IoT system delivered timely to avoid exposing the consumer 
to extra risks.  

Secure configuration and (de-)installation: The IoT 
should be configured and installed securely. Especially, the in-
terfaces should be segregated and isolated properly. Example, 
administrative interfaces should be separate from those of non-
privileged users. Likewise, there should be proper segregation 
and protection of communications channels to reduce the attack 
surface and enforce the principle of least privilege. It is also 
important to configure the system in such a way to cater for the 
digital divide that exists among the users, especially for those 
that are not well-versed with security [30]. Furthermore, the IoT 
system should provide for the secure deletion and revocation of 
data stored and processed by devices including associated cloud 
services [28]. Likewise, decommissioning IoT devices is just as 
important in order to protect sensitive data from getting into the 
wrong hands. 

Continuous monitoring and auditing: Companies should 
monitor their products throughout the entire lifecycle. This can 
be done through technologies such as Intrusion Detection Sys-
tems, but also through products that test the entire infrastructure 
of the IoT applications against attacks and vulnerabilities [31]. 
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In conjunction with continuous monitoring, regular audits and 
analysis of log and event data can help to detect intrusions or 
attack attempts within the IoT environment. The key control to 
focus on here is logging at all layers within and surrounding the 
IoT ecosystem. P3 identified the importance of security audits 
especially given the financial penalties associated with data-
breaches; and P6 stressed the need for a “continuous process” 
especially with regards to vulnerability patching. 

VI. TOWARDS A FORMAL  IOT SECURITY MATURITY MODEL 
In this section, we generalize the proposed model described 

in Section V into an IoT security maturity model. An IoT secu-
rity maturity model M is a tuple (b,C,p,fp). The components of 
M are: 
• b: finite set of utilized business functions. The set of pos-

sible business functions is represented by B={governance, 
construction, verification, operations} 

• C: finite set of IoT components. This is represented as 
C={service, network, cloud, device, user} 

• p: finite set of adopted security practices (e.g., security 
testing). Each practice, has a corresponding maturity score, 
m, where m ≥ 0, indicating the level of expertise the or-
ganization has in implementing it, and a set of target IoT 
components, c, where c ⊆ C 

• fp: The organization security posture. This is represented as 
a function fp : p × b -> s 
 

Using the above we can derive a new property – end-to-end 
IoT security (e2e) – representing the overall maturity of an IoT 
company. A company has e2e, if |s| > 0, B – b = ø, and there 
exists a p with m > 0, for each c∈ C. 

If we assume a common scheme for m, e.g., with m ranging 
from a value of 1 representing the lowest expertise to a value of 
3 representing the highest, then we can qualify the above met-
ric. For instance, we can have the metrics: high-, medium-, and 

low-e2e, if the ceiling of the overall average of m, i.e., ⌈m⌉,	is 3, 
2, and 1, respectively.  

VII. SMART HOME VENDOR USE-CASE 
To apply the proposed formal model, let us assume a simple 

use-case consisting of two smart home vendors, v1 and v2. Both 
vendors cover the entire IoT ecosystem, i.e., services, users, 
network, cloud, and devices, with security practices and meet-
ing the e2e requirements.  

For simplicity, let us assume that v1 offers advanced security 
education (e.g., sending monthly awareness emails) and ad-
vanced password management features (e.g., supporting two-
factor authentication). These security practices are denoted as 
p1 and p2, respectively. In terms of v2, we assume it offers low 
security education to its staff (denoted as p3) but offers ad-
vanced password management controls (denoted as p4).  

Given the above, we can represent the security practices of 
v1 as p={p1,p2} and that of v2 as p={p3,p4}. If we assume that 
both p1 and p2 have a corresponding maturity score of 3, then v1 

has a high-e2e. On the other hand, if p3 has a maturity score of 
1, but p4 with a maturity score of 3, then v2 has a medium-e2e. 
This means that more maturity; a possible indicator of vendor 
trustworthiness; may be put in v1 than in v2.  

Additionally, we can compare the coverage of the individ-
ual security practices by inspecting the IoT components being 
targeted by each. For instance, if p2 has c={cloud,user} whereas 
p4 includes c={cloud,user,device}, then we can argue that v2 
password security controls offer a broader coverage than that of 
v1. This may indicate that the vendor prioritizes the importance 
of good password management.  

VIII. DISCUSSION 
To substantiate the novelty of our proposed IoTSM, we 

compare it to the frameworks identified in Section III. The re-
sults are summarized in Table II. Here, our identified security 
practices are represented as (full (l), partly (»), or none (–)) 
indicating the extent to which the specified measure has been 
implemented in the given framework. 

We observe that the security practice of “continuous and au-
tomated risk assessment” and “continuous monitoring and au-
diting” have not been incorporated in the reviewed frameworks 
in comparing to our proposed IoTSM. Possibly, this is as such 
practices were not as important for traditional software applica-
tions and as more research effort is needed in implementing 
them. Moreover, we note that some practices have only been 
partially implemented in reviewed frameworks. In particular, 
the application of threat modeling in relation to data. Possibly, 
because this practice is mostly related to privacy-preservation 
and not explicitly security. Another aspect is connected to se-
curity requirements. Although all frameworks identify this 
practice, they miss specific IoT aspects, e.g., the requirements 
for resilience, cloud security, and data security. Such require-
ments make us reflect on the complexity and new challenges 
involved to effectively secure IoT applications with our pro-
posed IoTSM from an end-to-end perspective. 

A limitation of our model is the number of subjects inter-
viewed (n=6) and that these only included companies that are 

TABLE II – COMPARISON OF THE IMPLEMENTATION OF THE DEVISED IOT 
SECURITY PRACTICES IN DIFFERENT SECURITY FRAMEWORKS. 

Security practice IoTSM SAMM BSIMM CLASP MSSDL 
Security education and 
awareness  l l l l l 
Regulations and com-
pliance l l l – – 
Security-by-design pro-
cesses and standards l l l l l 
Continuous and auto-
mated risk assessment l – – – – 
Data and application 
threat modeling l » » » » 
Security requirements 
and architecture l » » » » 
Artifact review l l l l l 
Security testing l l l l l 
Secure operation and 
maintenance l l l » » 
Secure configuration 
and (de-)installation l » » – » 
Continuous monitoring 
and auditing l – – – – 
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located in the south of Sweden. A side-effect of this is that it is 
difficult to generalize our findings and to validate example if 
the business functions completely cover all necessary aspects. 
However, this is being controlled as the proposed security 
model draws in tandem with interview data also from estab-
lished literature sources to establish its foundation. Another 
limitation concerns the security metrics proposed to measure 
end-to-end security. Instead of arithmetic average, other com-
plementary measures could be adopted and evaluated to include 
a more balanced view of maturity. For instance, using a 
weighted average as indicated in [32] or a harmonic mean. 

IX. CONCLUSIONS AND FUTURE WORK 
The IoT technologies are advancing rapidly allowing for the 

introduction of new applications ranging from domestic to in-
dustrial scenarios. Concurrently, various IoT vendors lack in-
sights into what is required to develop an end-to-end secure 
product. 

In this paper, we proposed a novel IoT Security Model 
(IoTSM) that can be used by organizations to plan a strategy 
and discourse about IoT security from an end-to-end perspec-
tive. The model was devised using scholarly literature along-
side with empirical data gathered from IoT practitioners. Addi-
tionally, we proposed a conceptual framework that can be used 
to formally analyze, describe, and measure the overall security 
posture and level of expertise of an IoT organization.  

For future work, it would be beneficial to conduct further 
interviews with a broader sample of IoT practitioners. This will 
help better assess and validate the proposed model. Another av-
enue for future work, is to evolve the proposed security prac-
tices into concrete guidelines suited for IoT developers. Finally, 
it would be beneficial to introduce additional security metrics 
and have their effectiveness evaluated against IoT companies. 
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