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Abstract—Due to emerging disruptive technologies, Internet of 
Things (IoT) play a vital role for smart living domains, for 
examples, elderly and disabilities healthcare services and home 
safety and security monitoring and automation control services. 
These systems will send automatically an emergency call with 
home user information and location as a privacy data to public 
services like hospitals, police offices, or fire departments. This 
paper introduces emergency service for a Smart Home System 
(SHS) based on Ethereum blockchain with smart contract for 
decentralized handling access control among untrusted public 
services so called Home Service Providers (HSPs) and smart home 
IoT devices. Our SHS testbed consists of (1) smart home sensor 
manger equipped with Raspberry Pi (RPi) represented as an edge 
IoT gateway for gathering environmental sensor data, (2) HSP 
miners deployed Meteor and Ethereum platform, and (3) web-
based applications for home users and HSP staffs. Furthermore, 
our contribution includes the integration of digital signature for 
the IoT device authentication, the One Time Passcode with QR 
code for HSP staff access control, and IPFS for manipulating 
emergency call from SHS in peers. Our implementation results 
focusing on HSP miners will be presented and analysed. 

Fig. 1. Keywords— Internet of Things (IoT), Ethereum, Private 
Blockchain, Smart Home, Emergency, Smart Contract, IPFS, One 
Time Passcode 

I. INTRODUCTION  

 Establishing safe and secure living environment goes 
beyond protecting residents from a variety of threats like 
accidental injuries, crimes and life-threatening situations. 
Therefore, 24/7 monitoring and controlling safety and security 
services for residents such as elderly people, disabilities and 
independent living families increasingly demand for smart home 
Internet of Things (IoT), which require to send automatically an 
emergency call to public services like hospitals, police stations, 
fire departments, or household maintenances according to any 
abnormal situations [1]. User information and home location 
transferred to those public services need to be protected from 
various of cyber-attacks according to GDPR [2] and CBPR [3]. 

 Due to various types of cyber-attacks such as Botnets, 
Distributed Denial of Service (DDoS), data and identity theft, 
home users are wary of using Smart Home System (SHS) [4]. 
Hence, in this paper, we propose an Ethereum blockchain based 
Home Service Provider (HSP) with smart contract for 
decentralized handling transaction control among HSPs and 
SHSs. Our proposed SHS is composed of Sensor Manager (SM) 

coped with sensors to collect environmental data and send an 
emergency call automatically to HSP when any sensor data 
values are over than the predefined threshold. HSP deploys a 
cluster of Ethereum Miners (EMs) coupled with Meteor 
Decentralized Application Framework to provide web-based 
applications for home users and HSP staffs to register, view and 
edit user information, and for HSP staffs to respond an 
emergency call. Furthermore, our contribution with 
authentication techniques will be integrated as follows. 
Interplanetary File System (IPFS) with digital signature and PKI 
is applied for emergency call service when a SHS sends an 
emergency call to HSP peers in order to protect DDoS attack 
from any rogue IoT device. QR code based on HSP staff phone 
number is employed as one time pass code in order for 
verification and accessing control at the home owner’s house or 
building. 

The rest of the paper is organized as follow. Section II 
explains literature review. Section III presents our proposed 
system architecture design and implementation. Section IV 
presents performance results and analysis. Finally, conclusions 
and future work are given in Section V. 

II. LITERATURE REVIEW 

Blockchain is a distributed database and able to maintain 
continuous records of transactions as a block within Peer-to-
Peer (P2P) network nodes. These blocks are linked with each 
other as a chain by using the cryptographic hash function. 
Consequently, attackers cannot change these records since they 
are stored by using cryptographic hash and distributed within 
P2P nodes. Many blockchain platforms are available to allow 
developers to make and program an agreement, policies and 
rules for users within a distributed blockchain network. These 
programs are called smart contract. Judgement made by third 
parties is eliminated with the use of smart contract. Due to its 
several advantages, blockchain technology can be applied for 
other domains beyond cryptocurrencies including identity 
management, data storage management, data trading and so on 
[5].   

A. Ethereum Blockchain 

According to our previous studies [6] Ethereum blockchain 
is chosen as an open source platform, and compatible with many 
decentralized application frameworks such as Meteor, Truffle, 
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and Ganache [7, 8] and provides programmable smart contracts 
to trigger transactions automatically with specified conditions. 
It also provides both private and public blockchain. Private 
blockchain allows only the specified members of the P2P 
network to deal with the distributed records. Moreover, different 
roles of members are allowed only read permission in distributed 
records [9].  Therefore, we choose Ethereum private blockchain 
for our proposed work due to homeowner’s privacy information 
and the immutability of data transaction, auditability, integrity 
and authorization. 

B. Smart Contract 

In 2013, Vitalik Buterin proposed a built-in Turning-
complete language to develop smart contract on Ethereum 
blockchain. According to our previous studies [10], smart 
contracts are written in solidity scripting language [11] and 
compiled at Remix [12] to get JSON Application Binary 
Interface (ABI). This ABI with the Ethereum contract address 
are used to call the smart contract function as a transaction 
within the Ethereum private blockchain (EPB). 

C. Mining Process 

In the blockchain network, the most important point is to 
make sure that the distributed data to every P2P node should be 
identical, immutable and tamper-proof. For this reason, 
blockchain requires consensus algorithm to achieve an 
agreement on one consistent state of transaction among 
distributed P2P nodes. There are several well-known cnsensus 
algorithms in the blockchain technology such as Proof-of-
Concept (PoC), Proof-of-Work (PoW), Proof-of-Stake (PoS), 
and Byzantine Fault Tolerance (PBFT) [13]. 

PoC is a demonstration to prove that the blockchain has 
significant benefits for the real-world applications. In our 
proposed work, we use PoC to convince that the private 
Ethereum blockchain with solidity smart contract plus 
decentralized application (DApp) can manipulate emergency 
service for smart home system without trust. 

D. InterPlanetary File System (IPFS) 

IPFS [14] is an open-source, content-addressable, and peer-
to-peer (P2P) method of storing and sharing hypermedia in a 
distributed system. IPFS addresses file location with the content 
itself. This is done by using a cryptographic hash on the file. At 
our proposed work, we combine IPFS and Ethereum in 
distributed miner systems. The IPFS will be used to send an 
emergent incident from each home SM to a regional miner. 

E. Asymmetric Encryption 

Encryption is to protect user data or sensitive information 
from eavesdropper during data-in-transit. In our proposed 
work, we use RSA asymmetric encryption algorithm and the 
key length is 1024-bit. RSA can be used for both “data 
encryption” and “digital signature” [15]. 

F. Authentication Methodologies 

Authentication is a process to verify the identity of users or 
IoT devices to be able to access computing system, resources or 
applications. It is used to make sure that only the trusted 
members or IoT devices can make a transaction with SHS. Our 

proposed work, we deploy authentication mechanisms for edge 
users and devices as follows and more implementation details 
can be found in our work [10].  

User name- password login will be used to authenticate our 
users from web application interface. 

Our proposed Public Key Infrastructure (PKI) [16] is built 
based on the RSA asymmetric (private-public) key together with 
the Ethereum account and MAC address of each EM and SM 
system to verify the emergency call. 

Digital signature [17, 18] is used to verify the emergency call 
(message) from each SM via IPFS. The SM uses its own “private 
key” to sign the message which contains emergency type, and 
HO information. This emergency message is encrypted with 
EM’s public key and broadcasted throughout the IPFS peer. 
When the content is received by the trusted EM node, it can be 
decrypted with EM’s private key. 

One-time password token [19] is generated in the form of 
QR code for each HSP staff based on his/her phone number. 
Each HSP staff obtains the QR code from EM on his/her smart 
phone and uses it as a pass code to get into the HO house. 

III. PROPOSED DESIGN AND IMPLEMENTATION RESULTS 

The system architecture of our proposed work consists of 
Smart Home System (SHS), Ethereum miner (EM) for Home 
Service Provider (HSP), and web based application for 
homeowners (HO) and HSP staffs as described in Figure 1. 

Each SHS is composed of Raspberry Pi 3 (RPi) as a Sensor 
Manager (SM) for detecting the surroundings and sending an 
emergency call according to predefined conditions to HSP’s EM 
miner peer via IPFS. 

The HSP’s EMs have three parts: Meteor Decentralized 
Application (DApp) Framework [20], Geth [21, 22] and 
IPFS[14]. The Meteor is a web service framework for creating 
web user interfaces like user registration and monitoring 
transactions for HO and HSP staff. Geth is the Ethereum 
JavaScript console for HSP’s admin to monitor transactions and 
to do mining process. Solidity smart contract is implemented, 
compiled and deployed on the Ethereum private blockchain 
(EPB) via Remix IDE [12]. All of these components are shown 
in Figure 2. The installation and configuration of each system 
will be described below. 

 
Fig. 1. Proposed system architecture 
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Fig. 2. Software components of EM 

A. Sensor Manager Installation and Configuration 

We deploy Raspberry Pi (RPi) as the sensor manager, IoT 
gateway and Ethereum client, and apply IPFS to distribute an 
emergency call. We install python IPFS [23] and geth [24] on 
RPi. 

To start the Ethereum private blockchain, a “genesis” file 
with the specified parameters, shown in Table I, is initialized 
with the command “geth --datadir 
~/Ethereum/rpi/ init genesis.json”. 

The service of IPFS is started with “ipfs daemon” and 
configured its default port number of HTTP RPC API from the 
python script file as follows.  

          
“ipfsAPI=ipfsApi.Client(‘a.b.c.d’,5001, 
{protocol: ‘http’})”, where a.b.c.d is the current IP 
address of SM.  

When the SM sends an emergency call to EM, the operations 
will be as follows 

• SM encrypts the emergency call with the RSA public key 
of EM node like   

“encrypted_emergencyCall=rsa_EMpublic
Key.encrypt('EmergencyCall.json',32)” 
with the attachment of digital signature as: 

“signature = hexlify 
(rsa.pkcs1.sign(HoInfo, privkey, 
'SHA-256'))”, 

where pkcs1 performs RSA algorithm to generate Public 
Key Cryptographic Signature [25]. 

• SM uploads the encrypted emergency call as: 
“ipfsLoadedFile=api.add('encrypted_en
crypted_emergencyCall.json')”, to the IPFS 
peers. 

• EM receives the encrypted emergency call from the hash 
distributed by SM and decrypts with its own RSA private 
key to retrieve the type of emergency. 

B. HSP’s EM Installation and Configuration 

To set up EM node, the Ethereum package is obtained from 
[24] and we need to create a specific data directory folder to 
store database and wallet of the EPB. The configuration is the 
same as SM described in Table I, but EM requires to apply “--
mine” parameter in “genesis” file to do the mining process. 

We install and build the Meteor DApp framework according 
to [25]. We can create meteor project with the command 
“meteor create <project name>” and MongoDB is 
automatically built. For the web service, we can start with the 
command “meteor –port a.b.c.d:3000”, where 
a.b.c.d is the current IP address of EM node and 3000 is the port 
number of HTTP RPC API. “Web3.js” is added into the Meteor 
by “meteor add ethereum:web3” for interacting with 
the solidity smart contracts functions. EM is also required to 
install and configure IPFS to receive the emergency call from an 
SM. 

TABLE I.  TABLE TYPE STYLES 

Parameters Descriptions Examples 

identity 
Name of an HSP’s EM 
node. 

“miner1” 

networkid 

A defined value. We use 
it to pair all HSP’s EM 
nodes in the same private 
blockchain network.  

22 

datadir 
Folder where our EPB 
stores its data. 

“~/Ethereum/miner1” 

rpc and 
rpcport 

HTTP-RPC port 
8545 

port 
Network listening port to 
connect HSP’s EM 
nodes with each other.  

1234 

mine 
To do the mining 
process. This parameter 
is only for EM.  

--mine 

unlock 
Default Ethereum 
account to do mining. 

etherbase (default 
ethereum account)  

password 
File path contains the 
password of the 
etherbase.  

“~/Ethereum/miner1/
password.sec” 

ipcpath 
File path which stores 
configuration file.  

“~/Ethereum/miner1/
geth.ipc” 

rpcapi 

Lists of remote 
procedure call API 
protocols running on 
EPB. 

“db,net,admin,eth,p
ersonal,miner,net,w
eb3” 

rpccorsdomain 
To allow meteor web 
service to get access to 
EPB. 

“http://192.168.43.
63:3000” 

rpcaddr 
IP Address of HTTP-
RPC server. 

192.168.43.63 

syncmode 
Synchronization mode 
using for HSP’s EM 
nodes 

“fast” 

cache 
Cache size of the HSP’s 
EM nodes during blocks 
synchronization 

1024 

C. Transaction Types 

In our proposed system, we handle the following types of 
transactions as functions to invoke solidity smart contract via 
JSON RPC. The details of each smart contract below can be 
found in [10].  

Remix IDE – https://github.com/ethereum/remix-ide  
Ethereum Wallet – https://github.com/ethereum/mist/releases 
IPFS – https://docs.ipfs.io/introduction/install/ 
Meteor – http://meteortips.com/first-meteor-tutorial/getting-started/ 
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• Solidity Smart Contract Creation. 
• Emergency Type Identification. 
• Emergency call for HSP staffs. 
• HSP staff response for the emergency call. 
• QR code generation for the HSP staff to get access 

control at HO’s house. 
• Service fee transfer from HO’s Ethereum wallet to HSP 

staff’s. 

D. Gas Limit 

In our proposed work, every transaction is charged a gas fee 
according to its transaction size in bytes. Figure 3 shows an 
example of three blocks in sequence, where gas usage for each 
transaction and transaction size are illustrated at line 3 and 12 
respectively. 

 

 
Fig. 3. Comparison of gas usage and transaction size among three sequential 

blocks  

IV. PERFORMANCE RESULTS AND ANALYSIS 

Our testbed system consists of two HSP’s EM nodes: EM1, 
and EM2 running on Ubuntu are illustrated in Table II. 

TABLE II.  SYSTEM SPECIFICATIONS OF HSP’S EMS 

 EM1 EM2 

CPU Model Intel(R) Core(TM) i3-
5005U CPU @ 
2.00GHz 

Westmere 
E56xx/L56xx/X56xx (IBRS 
update) 

CPU MHz 1995.383 2659.998 

RAM 3072 KB 16384 KB 

 

A. Transaction Operations 

One of our solidity smart contracts called Emergency Type 
Identification (ETI) is illustrated in Figure 4. After deploying 
this contract in Remix environment, we got JSON ABI and 
contract address to call ETI functions: setEmergencyType() and 
getEmergencyType(). 

These both functions create new pending transactions which 
can be viewed at Remix terminal denoted as “A” and “B” shown 
in Figure 5.  When the EM node does the mining process with 
the command “miner.start()” in geth console, these 
pending transactions are successfully sealed at the block number 
5077 as highlighted in Figure 6 and the details of this block 
content shown in Figure 7.  

B. HSP’s EM Performance Results 

To add any new EM node, we have to synchronize all EM 
nodes as the following steps. 

• Node information of each EM can be retrieved from geth 
console with the command “admin.nodeInfo”. 

• As shown in Figure 8, EM 1 adds the node information 
of EM2 as its peers with the command 
“admin.addPeer(<Node Information of 
EM2>)” and vice versa for EM2. 

According to [26], we can setup synchronization mode as “—
syncmode fast” in the genesis file in order to speed up the 
synchronization time. Figure 9 shows the output results after EM 
synchronization, where the new block 5537 is successfully 
imported to EM1 after this block is mined by EM2. 

The mining processes for each transaction on EM1 and EM2 
have been done about 10 times and the average elapsed time is 
given in Table III. As these results, relied on the system 
performance of EM2, our system design can be applied for any 
other emergency services.  

C. Security Analysis 

In our prototype, we apply private Ethereum blockchain to 
handle transactions among untrusted parties between smart 
home IoT devices and public service providers. Furthermore, 
PKI and digital signature with IPFS for emergency calls can 
prevent DDOS and man-in-the middle attacks and protect the 
privacy information of the home owner with RSA encryption. 
We employ strong user password policy for web-based 
applications for edge users as homeowner and public service 
providers to prevent attack from web interfaces and apply one 
time pass code for generating QR code based on service 
provider staff’s phone number to verify and control the staff to 
access at the homeowner house.   

 
Fig. 4. Comparison of gas usage and transaction size among three sequential 

blocks  

V. CONCLUSIONS AND FUTURE WORK 

 In this paper, we presented our proposed work 
architecture design and implementation results for emergency 
service for Smart Home System (SHS) based on the Ethereum 
private blockchain. We implemented smart contract using 
Solidity language to handle and record the transactions between 
the homeowners, Ethereum miners and Home Service Provider 
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(HSP) Staffs. We described installation and configuration of 
our Ethereum miner systems and also showed how to build PKI, 
IPFS with digital signature when a sensor manager from SHS 
sends an emergency call to HSPs in order to prevent DDoS 
attack from any rogue IoT device. The mining process results 
in Remix were described. Future work, we should include an 
access control mechanism with lifetime limitation QR code and 
design gas usage for each transaction as well as ethereum wallet 
charge for each emergency call service.  

 

Fig. 5. Pending transactions are appeared after calling functions from Figure 3 

 

Fig. 6. The new block 5077 is retrieved after mining the pending transactions of  
Figure 4 

 

Fig. 7. The details of the block number 5077 

 

Fig. 8. Node information of EM1 and EM2 

 

Fig. 9. Output results after synchronization between EMs 

TABLE III.  AVERAGE ELAPSED TIME FOR EACH TRANSACTION  

Transaction Types 
Average elapsed time (ms) 

EM1 EM2 

Solidity Smart Contract Creation 7460 7.19  
Emergency Type Identification 8330 2.18 
HSP Staffs Call 5240 2.00 
HSP Staff Respond 10470 2.55 
QR Code generation for the HSP 
staff 

3630 1.53 

Service Fee Payment 9860 2.38 
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