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Abstract—As one of the fastest growing technologies today,
the Internet of Things has profoundly changed the ways people
interact with the physical world. With a mobile application on a
smartphone, a user can conveniently control an IoT device and ac-
quire the sensor data of the external environment. To enable such
convenience, a critical step is to bind the user’s smartphone with
the IoT device and then establish a secure communication channel
between them. Although various techniques have already been
adopted, however, little has been done so far to systematically
evaluate the security implications of those binding mechanisms
in IoT.
In this paper, we report the first systematic study on device
binding mechanisms of IoT, in an attempt to understand the
security implications. For this purpose, we defined a practical
adversary model and systematically investigated 24 popular IoT
products on the consumer market. Our investigation reveals the
fact that IoT developers often mistrust the environment and do
not follow best practices in device binding. As a result, we were
able to launch several types of real-world attacks against the
device binding process. Our research brings the insecure designs
of device binding to the spotlight and shows that the threat to
IoT device binding is realistic and serious.

I. INTRODUCTION

Nowadays, the emerging IoT technologies have brought
great convenience to people’s daily life and have enabled
numerous applications such as wearables, smart home, smart
grid, smart city and beyond. Using a smartphone to con-
nect with IoT devices and visualize sensor data, users can
easily understand the physical environment and operate the
devices. Before the smartphone and the IoT device establish
a secure communication channel, their connection should be
bootstrapped through the so-called device binding process.

Unlike the client-server communication of web applica-
tions, in which a client is able to verify the identity of the
server with a trusted third party like a CA (i.e., Certificate
Authority), device binding does not involve other parties and
can only rely on user involvement to bootstrap the communica-
tion between the user app and the intended IoT device. In this
case, the main concern is the user experience (e.g., usability),
rather than the security guarantees. As many protocols were
proposed to minimize the user involvement [5], [15], but did
not clearly define and evaluate the security boundaries.

On the other hand, as IoT devices often equip with different
peripherals, such as wireless modules, speakers, and cameras,
the vendors tend to adopt various binding methods based on the
peripherals of the devices. For instance, with wireless modules,
the device binding of smart plugs is completed by emitting a
device-specific Wi-Fi signal for users to select. For IP cameras,
the vendors often utilize the camera’s capability: the camera
can scan the QR code on the user app to uniquely bind with the

user. However, given the diversity and complexity in today’s
IoT peripherals, less attention is paid to the security risks of
those binding mechanisms in commercial IoT products.

To better understand the problem, in this paper, we take
the first step to present a systematic study on IoT device
binding mechanisms and to understand the security impli-
cations. Particularly, we first defined a realistic adversary
model and categorized the binding mechanisms of 24 IP-
based IoT products. Then, we manually reverse engineered
each device and found that man-in-the-middle attacks can be
realistically implemented in 20 of the devices. Our research
reveals that a major misunderstanding is the mistrust of the
local environment, which often causes the lack of authenti-
cation during device binding. As a result, this allows nearby
attackers, such as neighbors, to stealthily launch man-in-the-
middle attacks and to completely take control of the victim’s
device. Our findings bring such misunderstanding of emerging
IoT technologies into the spotlight and contribute to a better
understanding and ultimately eliminating the threat.

Contributions. We summarize this paper’s contributions as
below:

1) Systematic study. We conduct the first systematic
study on device binding in IoT, by defining a practical
adversary model, categorizing existing binding mech-
anisms into three types and evaluating their security
risks.

2) New findings and case studies. By conducting case
studies on 24 popular IoT devices, our research
reveals the worrisome situation that considerable de-
signs of device binding for real-world IoT products
are insecure.

II. RELATED WORK

In this section, we first give a high-level picture of security
analysis of IoT. Then we introduce existing work on device
binding and how our work is different from them.

Security Analysis of IoT. In recent years, researchers have
increasing interests in the security of IoT systems [6], [4],
[17], [13], [7], [12]. Most of the existing work focuses on the
security analysis of IoT devices. To this end, researchers have
proposed various techniques to discover implementation flaws
and to explore new attack vectors. For instance, Costin et al. [6]
performed a large-scale analysis of implementation flaws in
32 thousand firmware images and discovered 38 previously
unknown vulnerabilities, indicating that today’s firmware of
IoT devices is poorly implemented. Moreover, IoTFuzzer [4]
is a tool based on IoT apps to discover implementation flaws
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of IoT devices in a firmware-free way. For exploration of
attack vectors, Müller et al. [17] performed a systematic
study on network printers by summarizing existing attacks and
designing tools to detect known attacks. Ho et al. [13] studied
5 popular smart locks and discovered several new attacks to
leak information and even unlock the doors.

Another direction is to explore security problems in IoT
apps and IoT clouds [9], [20], [14], [10], [8]. Those works
mainly focus on tackling over-privilege misuse in IoT apps
and IoT clouds. For example, SmartAuth [20] is a NLP-based
framework to bridge the gap between real behaviors in code
and high-level functionalities in the description of IoT apps,
providing a fine-grained access control. ContexIoT [14] utilizes
context information for more fine-grained access control of
sensitive actions in IoT platforms. Moreover, Earlence et al. [8]
performed empirical security analysis of one emerging smart
home programming platform and found that the cloud-side
privilege separation model could lead to significant over-
privilege.

Device Binding. Device binding 1 is not a new topic and there
is a large number of works (e.g., [5], [19], [16], [3], [18]) to
tackle this problem. Those approaches utilize various OOB
channels. such as vision, ambient sound, ambient signals, and
etc. For example, BEDA [19] is a new protocol using button
pressing for secure device binding. ShaCK [16] could construct
a cryptographic key by matching features extracted from the
motion sensor data, when the user simultaneously shakes
two devices. D. Balfanz et al. [3] presented new schemes
using demonstrative identification for pre-authentication over
location-limited channels in ad-hoc wireless networks. Uni-
verSense [18] is an alternative pairing method for low-resource
IoT devices without an interface. Moreover, it enables more
powerful devices such as cameras to pair with each other, by
comparing the fingerprint of sensor data and physical motions.
Perceptio [11] could pair IoT devices that equip with different
types of sensors using context information autonomously.

Although above solutions can provide a certain level of
usability and security in special situations, however, there is
no existing work to systematically study whether the binding
mechanisms of IoT devices are vulnerable in real world.

III. SECURITY ANALYSIS

A. Adversary Model

In our adversary model, we consider nearby attackers (e.g.,
neighbors), including wireless attackers and LAN attackers,
who are near the user during device setup. Since wireless
devices and wired devices use different methods to bind with
apps, we consider different attacker’s capabilities. In particular,
binding of wireless devices is achieved via wireless channels.
Therefore, we consider wireless attackers who can sniff the
local Wi-Fi and emit their own Wi-Fi signals (and such signals
could reach the victim’s devices), since the range of Wi-Fi
signals can reach over tens to hundreds meters. However, the
attackers could not hear the sound from the devices (if the
binding utilizes audio waves). On the other hand, binding of
wired devices is achieved by first connecting the device to the

1Before two devices can transfer any data, they are required to established
a virtual connection. Such a process is called device binding [5].

local area network (LAN) with a cable and then binding with
the app. Therefore, we consider LAN attackers who can access
the local network of the user’s and sniff the packets.

B. Local Binding and Attacks

In our research, we investigated local binding of the IoT de-
vices with the user. When vendors design the binding process,
in practice, they often take user experience into consideration
and make use of the peripherals of an IoT device. As a result,
on the consumer market, there are various binding methods
based on different peripherals of products. However, to our
surprise, most of the binding methods that we studied sacrifice
security for usability and simply use identification instead of
authentication to bind the app and the device. Even worse,
in some designs, the surrounding environment is trusted by
default and the app can be bound with any nearby devices
that are in listening mode. In this subsection, we categorize
the binding methods of our experimental devices based on
their device types as in Table ?? and describe the attacks on
vulnerable binding methods.

Type 1: binding with wireless devices through manual
identification. In practice, there are two kinds of binding
in this category: one is automatic discovery of a device,
the other requires manual identification of a device hotspot.
For automatic device discovery (Type 1-1 in Figure 1), the
device can be automatically bound with the app to minimize
user involvement. Initially, the device is configured to the
listening mode for binding and acts as a Wi-Fi hotspot to
receive broadcast messages from the app. Meanwhile, on the
cellphone, the user will select his home Wi-Fi from the list
and input the password of the home Wi-Fi. Next, the app will
broadcast the home Wi-Fi credential to any nearby devices that
are listening. After the device receives the message, both the
device and the app will connect to the same home Wi-Fi.

On the other hand, device binding can also be completed
by manually identifying the SSID of the intended device (Type
1-2 in Figure 2). At first, the device plays the role of a Wi-
Fi hotspot for the app to connect, where passwords of those
hotspots are not required for most of the devices. Interestingly,
we found that some of the vendors implement them in a way
that seems to be secure but is shown to fail in our attacks.
In their design, a label of the device password is attached
to each device, so that only the owner can see the password
and connect with the device. We call it PIN-based manual
identification (Type 1-3 in Figure 2). After the user connects
with the device, similar to the above approach, he will then
choose his home Wi-Fi for the device to connect. Finally, the
device and the app will discover each other on the home Wi-Fi
network. Since the user needs to first connect with the specific
device according to its SSID, the credential of home Wi-Fi
will be delivered to that device only.

Attacks on Type 1. Our attack leverages another device
with the same type as the user’s device. When the user is
setting up his device at home, an attacker also configures
a malicious device outside his home. For automatic device
discovery (Type 1-1), any nearby devices (including malicious
devices) could be bound with the app, when they are in
listening mode and receive the broadcast message. In the mean-
time, the user app will automatically and randomly choose a
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TABLE I
local binding attacks

Device Type Attacker Binding Type Device Authentication
Local Binding

Attacks
Leaking Home

Wi-Fi Credential?

Wireless Devices Wireless Attackers

Binding Through Manual
Identification (T1)

Automatic Discovery (T1-1) Yes Yes
Manual Identification (T1-2) Yes Yes

PIN-based Manual Identification
(T1-3)

Yes Yes

Binding Through OOB Channels
(T2)

Secret Vision Channel (T2-1) No No
Secret Audio Channel (T2-2) No No

Wired Devices LAN Attackers Binding Through OOB
Channels (T3)

Token Verification (T3) Yes Not Applicable

Home Router

IoT Device User App

➀ Wi-Fi Credential 
Delivery

Fig. 1. Binding Type 1-1

Home Router

IoT Device User App

➀ Device Hotspot 
Connection (password 

in Type 1-3)

➁ Wi-Fi Credential 
Delivery

Fig. 2. Binding Type 1-2 & Type 1-3

device to bind, for user’s convenience during setup. For manual
identification based binding (Type 1-2), when the user chooses
the device on the cellphone’s Wi-Fi list, he will find two
SSIDs that have the same device name like ”TP-LINK SMART
PLUG”. Since the user is unable to differentiate the malicious
device and his own device simply based on the names, he
could be trapped to choose the malicious device to connect
with (Figure 5). As a result, the credential of the home Wi-Fi
could be leaked to the attacker because the attacker’s device
receives the credential (Figure 6). In the meantime, the attacker
could bind his app with the user’s device.

Interestingly, even if the Wi-Fi of the device is protected
by a password (Type 1-3), the user is also trapped to input the

Home Router

IoT Device User App

➀ Wi-Fi Credential Delivery 
through OOB Channels

Fig. 3. Binding Type 2

Home Router

IoT Device User App

➁ Token Delivery 
through OOB Channels

Fig. 4. Binding Type 3

password on the malicious device. In this case, the attacker’s
device is essentially a phishing device that can lure the
user to input the correct device password. As a result, the
attacker could then connect with the user’s device with the
user’s password. At this point, the user is connected with
the attacker’s malicious device and the attacker is connected
with the user’s device. In order to let the user feel like he is
connected with his own device (i.e. to achieve stealthiness), the
attacker only needs to receive the commands at the malicious
device and forward the commands to the user’s device through
the attacker’s app.

Type 2: binding with wireless devices through OOB chan-
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IoT Device User App

Attacker’s 
Device

Attacker’s 
App

➀ User Binds with 
Attacker Device

➁ Attacker Binds 
with User Device

Fig. 5. Attack on Type 1-2: Step I

Home Router

Attacker’s 
Device

Attacker’s 
App

➀ Stolen Wi-Fi 
Credential 

Fig. 6. Attack on Type 1-2: Step II

nels. For this type (as in Figure 3), some secret information
is exchange through OOB channels that attackers are unable
to access before or during binding. For a wireless device, the
credential of home Wi-Fi is delivered to the device through
an OOB channel such as scanning visual images or emitting
sound waves. Among the devices that we studied, some smart
IP cameras take such an approach. After the user inputs his
home Wi-Fi credential, the credential will be encoded as a
QR code (Type 2-1) or a sound wave (Type 2-2). Next, the
device will scan the QR code or listen to the sound wave to
receive the home Wi-Fi credential. This design could prevent
attackers from obtaining the Wi-Fi credential because the
information (Wi-Fi credential) is exchanged through the secret
OOB channels.

Type 3: binding with wired devices through OOB channels.
For some devices that do not have wireless modules such as
NAS, they are first connected to the home router through a
network cable (Figure 4). In the meantime, the user needs to
connect the app to the same home router (Wi-Fi) and scan the
QR code on the device label (the OOB channel here is vision)
to get a token for binding. Later on, the app will broadcast
a request with the token to discover the device. Once the
device verifies such a token, it will response the app with an
acknowledgment. Unfortunately, We found that this approach
could still be vulnerable without careful design.

Attacks on type 3. This design suffers from replay attacks
in the presence of active attackers on the local networks. An
attacker could perform man-in-the-middle attacks by simply
replaying on the token to bind with the victim’s device, if
the device token sent from the app is not random. First, the
attacker captures the token and responses to the user’s app with
an acknowledgement. Then the attacker can simply replay (or
broadcast) the captured token to bind with the user’s device.

Summary and discussion. In our research, we take the first
step to systemically analyze the local binding methods in
various IoT devices. Launching local binding attacks on those
devices, we were able to confirm that all of the type 1-
2 devices and one type 3 devices suffer from man-in-the-
middle attacks. The results reveal the attacks could occur in
existing dominant designs. And that is because developers
mistrust the environment and do not have a guideline for secure
implementation of local binding. Our investigation on local
binding brings out the following observations:

• During local binding, the user authenticates the in-
tended device by confirming the device name that is
claimed by the device. The lack of secure authenti-
cation opens the door to nearby attackers who can
then stealthily take control of victim’s device and
obtain home Wi-Fi credentials. Unfortunately, such
a fundamental weakness cannot be naively fixed via
adopting a device Wi-Fi password.

• Binding through OOB channels is relatively secure
but requires specific peripherals (e.g., camera, audio
receiver) on the wireless IoT devices. Besides, it could
still be vulnerable to the man-in-the-middle attack
without careful design (e.g., the verification token is
not random).

IV. EVALUATION

A. Methodology

We studied 24 types of IoT devices produced by popular
IoT vendors like Amazon, Philips and TP-LINK (see Table II).
To conduct experiments on those IoT devices, we purchased
two instances of each type of IoT devices. Below, we briefly
introduce the experiment setup and the engineering efforts to
perform our attacks:

• Experiment Setup. We created an isolated network
environment by setting a home Wi-Fi and carefully
conducted our experiment with the devices. The ex-
periments are conducted locally (i.e., cloud services
and other users are not affected) and, each time, only
two devices of the same type are in use.

• Traffic Analysis. It helps us to have a basic understand-
ing of the binding workflow. To capture and analyze
the traffic/messages between the device and the user
app, we setup an access point on a Ubuntu host
machine with 8G RAM and Intel Core i7 2.81 GHz.
Then we installed Wireshark to analyze the traffic and
used a MITM proxy [2] to intercept encrypted HTTPS
messages.

• User App Reverse Engineering. We focus on Android
platforms and installed the corresponding official apps
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on two Android phones (Nexus 6, Android 6.0.1, 2G
RAM and 4 Cores) to bind with the IoT devices.
Moreover, we use the dynamic instrumentation tool
Frida [1] to intercept and modify the requests from
the apps.

• Firmware Reverse Engineering. To obtain the stolen
password on the attacker’s device, we need to perform
firmware reverse engineering. For those devices whose
firmware images are available, we repack the firmware
images. If the firmware is unavailable, alternatively,
we inject a backdoor into the running systems through
debugging ports.

B. Results

The overall statistics of the testing devices is shown in
Table II, including vendor names, device types, local binding
methods, whether local binding attacks are succeeded, and the
maximum effective range of the attacks. 54% devices adopt
type 1-1 binding method and most of them suffer from local
binding attacks. One exception is Philips Hue: when the user’s
device and the attacker’s device are in listening mode, the
app shows that two devices are prepared for binding. In this
case, the user can check which device is his/her own device,
to prevent the attack. On the other hand, all of the type 1-2
devices suffer from local binding attacks. There are only two
devices that adopt type 3 binding method. One of them suffers
from local binding attack, while the other does not. The reason
of the failure is that the Samsung SmartThings hub adopts a
challenge-response protocol with the cloud, in which the user
needs to input the ID on the physical device to confirm the
ownership.

For type 1 binding, a major concern is the range between
the user and the device. Therefore, we evaluated the maximum
effective range of the attacks in an open area. In Table II, we
also show the maximum range of the user and the attacker’s
device (which is the same as the maximum range of the
attacker and the user’s device). As can be seen, the average
distance is around 42.25 m, which is reasonable to launch
attacks.

V. DISCUSSION

Although our study presents the first security evaluation of
IoT local binding, there are still some limitations and space for
further improvement. In this section, we discuss the limitations
of our work and point out the directions of the future work.

Problem scope and assumptions. In our research, we only con-
sider man-in-the-middle attacks during local binding. However,
there could be vulnerable designs in the registration process
(i.e., binding with the cloud), which is often related to the
local binding. Additionally, the attacker needs to know which
device the user has and when the device is set up. Because
the attack can only be successfully launched when the user
is configuring her/her devices. Luckily, the first problem can
be solved with device fingerprint techniques and the timing
problem can be solved by automatic scanning.

Evaluation metrics. On one hand, although we could have
evaluated more device types, we only purchased 24 types of
popular devices due to limited budgets. On the other hand, in

TABLE II
statistics of local binding and the attacks

Vendor Device Type

Local Binding Max
Effective

Range (m)
Binding
Methods

Local
Binding
Attack

Alibaba Tmall Genie Type 1-1 3 60
Amazon Echo Dot Type 1-2 3 70
Belkin Smart Plug Type 1-2 3 30
BroadLink Smart Plug Type 1-1 3 45
BroadLink Remote RM Type 1-1 3 40
D-LINK Smart Plug Type 1-3 3 30
D-LINK Network

Camera
Type 1-3 3 35

KONKE Smart Socket Type 1-1 3 25
Lightstory Smart Plug Type 1-1 3 40
Litsped Smart Plug Type 1-1 3 50
Mini Smart Plug Type 1-1 3 50
Orvibo Smart Socket Type 1-2 3 40
OZWI IP Camera Type 1-1 3 60
Philips Hue Type 1-1 7 60
QNAP NAS Type 3 3 N.A.
Samsung SmartThings

Hub
Type 3 7 N.A.

TECKIN Smart Plug Type 1-1 3 30
TP-
LINK

Wi-Fi Camera Type 1-1 3 50

TP-
LINK

Smart Bulb Type 1-2 3 40

WD MyCloud Type 1-1 3 20
Xiaomi Story Teller Type 1-1 3 30
Xiaomi Home Hub Type 1-2 3 40
YI Tech Home Camera Type 2-1 7 N.A.
360 Smart Camera Type 2-2 7 N.A.

3: Success
7: Failure
N.A.: Not Applicable

the evaluation, we only consider the setting of open area when
testing the maximum effective range. However, the attacks are
not evaluated in the environment with obstacles, such as inner
buildings.

VI. CONCLUSION

We report the first systematic study on device binding
of IoT. By evaluating 24 IoT devices, our study summarizes
binding types and attack vectors in the designs of popular IoT
devices. Further, we demonstrate several attacks that can take
complete control of the victim’s devices. Our research reveals
the fact that many IoT devices are vulnerable to active attackers
during local binding and the lack of security evaluation.
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